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Accessing eduroam with Windows XP

To configure and access the wireless eduroam network using Windows XP your
computer must meet the following requirements. Your operating system must be
fully updated. Your computer must have a wireless network adapter. Finally your
computer must be within range of an eduroam access point.
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You now get an overview showing your
network connections.
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Connection

Choose Properties.
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- Wireless Network Connection Properties |E|E

GE-'HEI'B wirelesz Mebworks | ddvanced C“Ck the tab W|r6|eSS Networks
NS———

Connect uzing:

HE Intel(R] Wirsless WiFi Link 436545

Thiz connection uses the following items:

= Client for Microzoft Metworks

.Q Filer and Printer Sharing for Microsoft Nebworks
OBl (55 Packet Scheduler

S Intemet Protocol [TCPAIR)

[ Inztall... ] [ Uninztall l [ Froperties
Dezcription
Allovs your computer to access resources on a Microsaft
niehwaork.

Show icon in notification area when connected
M otify me when thiz connection has limited or o connectivity

k. H Canicel l

43
hidvanced At Preferred Networks highlight
eduroam.

- Wireless Network Connection Properties

Gendal | "Wireless Metworks |

Uze Windows to configure my wirgless network, settings

Awalable networks: Click Pro perties .

To connect to, disconnect from, or find out mare information
about wireless networks in range, click the button below.

View Wisless Netwatks | Remove any prior network installment of

Eduroam or it won’t work.
O et = Trinect to available networks inthe order listed

bl

eduroam [Automatic] Move up

Move down

_g—
Add... ] [ Remaove q Froperties )

Leam about setting up wirsless network,

configuration.

I Ok, H Cancel ]
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eduroam properties

Azzociation |Aulhenticalinn " Connecton CheCk ConneCt even |f th|S netwo I‘k |S
not broadcasting.

Metwork name [SSI0): | |
( En)wect even if thiz network iz not broadcasting Set Network Authentication to WPA2.

ireless netwaork, ke

Set Data encryption to AES.

Thiz rebwork requires a key for the following:

Netwerk dutherticaton: | | WPa2 a2l Choose Authentication-tab.

Data encrypion:

The key iz provided for me automatically

Thiz iz a computer-to-computer [ad hoc] nebwork; wireless
access pointz are nat used

[ 1] 8 H Cancel ]

eduroam properties

At EAP-type set Protected EAP
(PEAP).

Click Properties.

EAP type:

=D

[] Authenticate az computer when computer information is available

[[] Authenticate as guest when user or computer information is
unatailable

Ok ] l Cancel
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Protected EAP Properties

When connecting:
Validate server certificate

Connect to these servers:
Iradius.ku.dk ﬂ

Trusted Root Certification Authorities:

[ Entrust.net Certification Authoricy (2048 A
|:| Enkrust.net Secure Server Certification Autharity

Equifax Secure Certificate Autharity
| Equifax Secure eBusiness Ch-1

|:| Equifax Secure eBusiness Ch-2

[ Equifax Secure Global eBusiness CA-1 v
< | [*

D Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:
|secured password (EAP-MSCHAP v2) (| [configue...

[(JEnable Fast Reconnect
[CJEnable Quarantine checks
[ piscannect if server does not present crypkobinding TLY

Ok ] l Cancel

Check Validate server certificate

At Connect to these servers type ra-
dius.ku.dk

At Trusted Root Certification
Authority check Equifax Secure
Certificate Authority.

Now click Configure at Select Authen-

tication Method: Secured password
(EAP-MSCHAP v2).

)

r "
EAP MSCHAPV2 Properties X

when connecting:

(2
C= D ow ]

pratically uze my Windows logon name and
sword [and domain if any].

Make sure that Automatically use my
Windows logon... is left unchecked.

. Click Ok.
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Protected EAP Properties

When connecting:

Yalidate server certificate

Connect to these servers:
‘ radios. ku.dk ‘

Trusted Root Certification Authorities:

[ Entrust.net Certification Authariey (2048) ~
|:| Enkrust.net Secure Server Certification Autharity

[ ePKI Root Certification Autharity

Equifax Secure Certificate Authority

|:| Equifax Secure eBusiness Ch-1

|:| Equifax Secure eBusingss CA-2

[ Equifax Secure Global eBusiness Ca-1

£ | >

|

D Do not prompt user to authorize new servers o trusted
certification authorities,

Select Authentication Method:

W | Configure. .,

|Secured password (EAP-MSCHAP v2)

[JEnable Fast Reconnect
[JEnable Quarantine checks

[[Jpisconnect if server does not present o iag TL

OF, ]D Cancel ]

eduroam properties

Connection

Azzociation | Authenticati

Enable IEEE 802.1% authentication for thiz network

Protected EAP [PEAP] v|

[] Autherticate a3 computer when computer information iz wailable

E&F type:

[[] Autherticate a3 guest when user or computer infarmation is
unavailable

Ok, ] [ Cancel
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Click Ok.

Click Connection-tab.



eduroam properties

Association Authemic(m ! '30""8°“°”.D Check Connect when this network is
S —— in range.
Automatic connection
w'henever this nebwork iz detected, Windows can connect Click Ok.
to it automnatically.
hen thiz netwark, is in range
General Wireless Hebworks | bdvanced C“Ck Ok .

|Jze Windoms to configure my wireless network zettings

Available networks:

To connect to, disconnect from, or find out maore infarmation
about wirelezs networks in range, click the button below.

Wiew Wireless Metworks

Preferred netwarks:
Autornatically connect to avallable network s in the order hsted

bl
1 eduroam [Automatic) Move up
Miowve down
Add... H Remowve ]l Froperties |
Leam about setting up wireless network
configuration.

) =l
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Enter Credentials

Your computer will now automatically
access the eduroam network when in
range.

Type in your KU Username followed
by @ku.dk and Password.

User name: IJ @b, dk |

Click Ok.

Password: II| sssssens |

Logon domain: | |

Save this user name and password For Future use

L QK [ Cancel

You now have access to the wireless eduroam network. To test your connectivity go
to www.ku.dk
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http://www.ku.dk/�

FAQ

When you logon to eduroam, you have to type in your password in 30 seconds. This
is a security meassure. If it happens then turn of your internet connection and try
again.

Each faculty at KU only have a certain amount of IP-adresses available for eduroam
connection. This can result in an error at logon. This problem can only be solve by
your local faculty IT-department.

Finally it is important to notice that your password expires every three month. When
you change it you have to reconfigure the eduroam network to avoid problems.
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