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Manually connect te a wireless network

)

How do you want to add & network?

=ik Add a network that is in range of this computer

= This shows you a list of netwarks that are currently available and lets you connect
to one. Onceyou connect, 2 profile for the network is saved on your computer.

Bl Manua o ;

“S=. This creates a new nefwork profile or locates an existing network and saves 2 profild

for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

A& Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Cancel
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Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: § eduroam |

Security type: I WPA2-Enterprise :l

Encryptien type: AES

Security Key/Passphrase: ay characters

[¥] Start this connection automatically

[Z]iConnect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Cancel
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Manually connect to a wireless network

@

Successfully added eduroam

< Connect to..
Open the "Connect to a network” dialog so 1 can connect.

# Change connection settings
Open the connection properties so that I can change the settings.

Close

Click on 'Add’

And choose 'Manually create a network
profile’

In the field 'Network Name’ type in:
eduroam

Choose security type: WPA2-enterprise
Encyption type: AES

Click 'Next’

Click '"Change connection settings’



eduroam Wireless Metwork properties

Connection I Securityl

Mame: eduroam
SSID: eduroam
Metwork Type: Access point

Metwork Availability: Al users

eduroam Wireless Metwork properties

IConnection Security |

Security type: [WPAZ—Enterprise VJ

Encryption type: [AES "]

Choose a network authentication method:
Microsoft: Protected EAP (PEAP)

- ll SetﬁngsLI

Fl Carhe user information for subsequent connections
= to this network

OK ][ Cancel ]

Protected EAP Properties x|

When connecting:

[¥] validate server certificate

Trusted Root Certification Authorities:

[7] Class 3 Public Primary Certification Authority
quifax Secure Certificate Authority

|| GTE CyberTrust Global Root

[7] Microsoft Root Autharity

[7] Microsoft Root Certificate Authority

[7] Thawte Timestamping CA

o not prompt user to autharize new servers or trusted
certification autharities.

Select Authentication Method:

[Secured password (EAP-MSCHAR w2)

'll Configure... I

[¥] Enable East Reconnect
[T|Enable Quarantine checks:
[ Disconnect if server does not present cryptobinding TLY

[ Ok ] l Cancel

Choose the Security tab

And click on 'Settings...’

Tick the box 'Connect to these servers’

And type in radius.ku.dk

Tick the box 'Equifax Secure Certificate

Authority’

If this is the first time you are setting up a connection to
eduroam you may not have the certificate 'Equifax Secure

Certificate Authority’

In this case, you do not need to tick any boxes in the

"Trusted Root Certification Authorities’

Click 'Configure...’



EAP MSCHAPY2 Properties Make sure the box 'Automatically use my
Windows logon name and password’ is
unticked.

When connecting:

nmaticalh.r use my Windows logon name and

hassword (and domain if ary).

Click 'OK’

0K | Cancel |

Protected EAP Properties @

When connecting:

[¥] validate server certificate

El Connect to these servers:
radius. ku.dk

Trusted Root Certification Authorities:

[ Class 3 Public Primary Certification Autharity
[¥] Equifax Secure Certificate Autharity

[7] GTE CyberTrust Global Roat

[ Microsoft Root Authority

[] Microsoft Root Certificate Authority

[7] Thawte Timestamping CA

Click 'OK’

E! Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Semred password {EAP-MSCHAP v2) V] I Configure... ]

[ Enable Fast Reconnect
[]Enable Quarantine checks:
|| Disconnect if server does not present cryptobinding TLV

I[ OK I [ Cancel

eduroam Wireless Network properties

IConnection Security |

Security type: | wPAZ Enterprise -

Encryption type: ’AES "]

Click 'OK’
Choose a network authentication method:

[Miuosoﬂ'. Protected EAP (PEAF) vJ L Settings...

il Cache user information for subsequent connections
= to this network

Co ) e )




U ! Manually connect to a wireless network

Successfully added eduroam

% Connect to...
Open the "Connect to a network” dizlog so I can connect.

* Change connection settings
Open the connection properties so that I can change the settings.

Enter Credentials

User narne: I xxx123@ku.dk I |

Password: I senssens I |

Logon domain: | |

Save this user name and password For Future use

Click 'Close’

Please try to connect to eduroam now.

You will now be prompted for your User
name and Password.

It is important that you use your UCPH-
username followed by @ku.dk

And your UCPH-password

Please note that the Logon domain field
should remain empty

Click 'OK’

If this is the first time you are connecting
to eduroam, you will receive the required
certificate. Please accept this certificate
by clicking ‘Connect’



